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General: When fighting an obviousness rejection based on a combination of 
references, one should argue against the motivation to combine and/or the 
outcome of the proposed combination. 

PALO ALTO NETWORKS v. CENTRIPETAL NETWORKS, LLC, FKA 
CENTRIPETAL NETWORKS, INC. 

United States Court of Appeals for the Federal Circuit 
No. 2023-1636 

Decided December 16, 2024 
I. Facts 

 Centripetal Networks, LLC (“Centripetal”) owns U.S. patent No. 10,530,903 (“903 patent”), 
which generally related to identifying packets of network traffic received and sent via a network 
device and correlating those packets.  The network device may act to obfuscate end-to-end 
communications between a first host and a second host by altering the packets at a point 
therebetween, and claim 1 of the ‘903 patent is directed towards a method for tracking the packets 
received and sent via the network device and correlating them such that the end-to-end route may 
be de-obfuscated.  The ‘903 patent notes that while such obfuscation may be innocent, it may be 
indicative of malicious intent, such as for spoofing identity or location.  As such, after correlating 
the packets, the method of the ‘903 patent includes sending an indication of the first host (such as 
to an administrator or user of the second host noting that malicious activity may be afoot). 
 
 In 2021, Palo Alto Networks (“PAN”) filed for inter partes review (IPR) of the ‘903 patent, 
which was instituted in 2022, asserting that claims 1-18 were obvious in view of No. 2014/0280778 
(“Paxton”), U.S. Patent No. 8,413,238 (“Sutton”), and U.S. Patent No. 8,219,675 (“Ivershen”).  
PAN relied on Paxton for all of claim 1 except the final recitation of transmitting an indication of 
the host responsive to the correlating of the packets.  Additionally, PAN pointed to Sutton as 
teaching the notification of administrators regarding devices suspected of malicious activity and 
argued that one of ordinary skill in the art would have been motivated to transmit the indication of 
the host (e.g., to an administrator) responsive to the correlating in claim 1 of the ‘903 patent to 
improve network security. 
 
 In 2023, the Patent Trial and Appeal Board (PTAB) concluded that PAN had not established 
by preponderant evidence that the claims would have been obvious over the cited art.  In particular, 
the PTAB was not persuaded that allowing a network administrator to better identify the scope of 
malicious content (as in Paxton) would constitute a transmission of the indication of the host, and 
the PTAB stated that “Sutton also fails to fill in this gap.”  The PTAB found that Paxton provided 
the correlation but with no specific actions taken post-correlation and Sutton provided a 
transmission unrelated to the correlation.  Most notably, the PTAB stated that the “necessary 
bridge” showing that one of ordinary skill in the art would have appreciated that the transmission 
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would be responsive to the correlation was missing.  As such, the PTAB found that PAN had not 
established a preponderance of evidence that claim 1 would have been obvious and held the claim 
patentable.  PAN appealed. 
 
II. Issue 

 Did the PTAB error in its finding that claim 1 is non-obvious?  
 

III. Discussion 

 Yes. The Court held that the PTAB errored by failing to explain its holding and reasoning 
regarding the motivation to combine Paxton and Sutton and whether the proposed combination 
teaches the final limitation of claim 1 of the ‘903 patent.  
 
 The Court began its analysis with a number of precedents regarding obviousness.  For 
example, “[o]bviousness is a question of law with underlying factual issues.”  Elekta Ltd. v. ZAP 
Surgical Sys., Inc. 1. The “test for obviousness is not . . . that the claimed invention must be 
expressly suggested in any one or all of the references. Rather, the test is what the combined 
teachings of the references would have suggested to those of ordinary skill in the art.” MCM 
Portfolio LLC v. Hewlett-Packard Co.2 
 
 Additionally, the Court noted that it was unclear what the PTAB meant when it stated that “the 
necessary bridge” was missing.  Indeed, PAN argued that the PTAB did not dispute that a 
motivation to combine existed based on this language, but Centripetal asserted that the PTAB 
found that PAN established a motivation to combine and that PAN had not established the 
“necessary bridge” between the prior art and the claimed limitation.  The Court found that the 
PTAB failed to make the requisite finding on motivation to combine and that it failed to explain 
what it meant by “necessary bridge.”  Supporting this, the Court quoted that “the [Board] must 
make a finding of a motivation to combine when it is disputed.”  In re Nuvasive, Inc.3  Also, “the 
[Board] must articulate a reason why a [person of ordinary skill in the art] would combine the prior 
art references.” Id.4  Of note, the Court quoted that “[i]f the Board finds that there would have been 
no motivation to combine [references]…, it must expressly say so with an adequate explanation.” 
Vicor Corp. v. SynQor, Inc.4 
 
 The Court further noted that even if the PTAB had meant that the missing “necessary bridge” 
was that there was no motivation to combine, the PTAB “certainly failed to explain why a person 
of ordinary skill in the art would not have been motivated to modify Paxton to provide the recited 
notification as taught by Sutton in response to the correlation disclosed in Paxton.”  See Brief, page 
11. 
 

 
1Elekta Ltd. v. ZAP Surgical Sys., Inc., 81 F.4th 1368, 1373–74 (Fed. Cir. 2023) 
2MCM Portfolio LLC v. Hewlett-Packard Co., 812 F.3d 1284, 1294 (Fed. Cir. 2015) (quoting In re Keller, 642 F.2d 
413, 425 (CCPA 1981)) 
3In re Nuvasive, Inc., 842 F.3d 1376, 1382 (Fed. Cir. 2016) 
4In re Nuvasive, Inc., 842 F.3d 1382 (Fed. Cir. 2016) (citation omitted) (first two alterations in original) 
5 Vicor Corp. v. SynQor, Inc., 869 F.3d 1309, 1324 (Fed. Cir. 2017) 
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 Additionally, the Court found that the PTAB also failed to resolve the issue of whether Paxton, 
modified by Sutton, would have taught the recited transmitting response to the correlation, but 
rather analyzed the references individually.  In support of this, the Court quoted “[t]he question in 
an obviousness inquiry is whether it would have been obvious to a person of ordinary skill in the 
art to combine the relevant disclosures of the two references, not whether each individual reference 
discloses all of the necessary elements.” Game & Tech. Co.v. Wargaming Grp. Ltd., 942 F.3d 
1343, 1352 (Fed. Cir.2019).  Centripetal argued that the PTAB had in fact considered Paxton and 
Sutton in combination and that the PTAB had agreed with Centripetal that the combination is 
insufficient to teach the disputed limitation, but the language Centripetal quoted from the PTAB 
was the PTAB’s recital of Centripetal’s own position, and thus the argument was rejected. 
 
IV. Conclusion 

 The court vacated and remanded the case back to the PTAB, finding that the PTAB failed to 
make a finding on the motivation to combine the references and whether the proposed combination 
teaches the limitations of the claim at issue. 

 
V. Practice Tips 

 For rejections containing a combination of references to teach a limitation, avoid arguments 
that rely solely on the individual references – attack the motivation to combine and/or the 
proposed combination, for example, include in the argument what the combined teachings 
of the references would have suggested to a person of ordinary skill in the art. 

 For handwavy Examiner rejections and/or as a potential grounds for rehearing or other 
practices with the PTAB, note that the “Board (or Examiner) must articulate a reason why 
a person of ordinary skill in the art would combine the prior art references” – call out the 
lack of reasoning. 


